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Annotation

The paper discusses the history of cyber warfare, its essence, basics and
origins, the Internet and technological advances. As well as threats from
cyber war, cyber-attacks, cyber defences of different countries, viruses,
malware and hacker attacks, information warfare, propaganda,
disinformation, fake news, security concepts and challenges. The main
topic of the research is cyber war, as a process following the real
conventional war, as well as an alternative version of the war. There are
analysed global security, the role of the United States, Western Europe,
Eastern Europe, the European Union and NATO, Georgia's geostrategic
situation, security and cyber-attacks by Russia. Based on the research, the
paper separates and explains different terms, focusing on the political
term "civil cyber war" presented by discourse-analysis based on new
circumstances. The article focuses on the hybrid wars, hacking attacks,
information warfare waged by the Islamic Republic of Iran, China and
Russia, as well as non-state actors, terrorists who rapidly master new
technologies.

The paper presents its own opinions, recommendations (based on
research), as well as analysis and recommendations developed by foreign
or Georgian experts and specialists.

The dissertation contains three chapters (three subsections are given in
each chapter), in-depth interviews with experts, discourse analysis,
conclusion and recommendations.

Chapter One devotes to the creation and development of the computer,
the creation of the Internet, the first connection, the history of the "web
concept", the creation of the virus, the essence of cyber warfare, historical
overview, the first stage of cyber-attacks and cyber wars.

The first subsection of the first chapter discusses the theoretical and
practical aspects of cyber warfare, its place in modern world politics.
Based on the fact that various experts argue about the definition of cyber
warfare and there are frequent cases around the world when cyber
warfare and cyber-attack are considered as one term, this section
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discusses the difference between cyber war and cyber-attack. Three basic
methods of cyber warfare and examples of cyber warfare are presented.
The second subsection of the first chapter analyses the historical aspects
of the transformation of cyber warfare. Since the refinement and
development of cyber warfare production methods is directly related to
technology upgrades, this chapter analyses the forms of cyber-attacks and
cyber warfare - what technologies have been and how they have become.
Active and passive cyber-attacks are discussed. The most active types of
cyber-attacks and malicious code attacks are presented. Based on the
research, we identified three target groups of cyber-attacks. This chapter
presents the financial data of the international research company
"Gartner" on the development of cyber technologies in financial terms;
also a report by Cybersecurity Ventures, where the losses from cyber-
attacks by 2021 are counted. The focus is on the threats posed by Russia.
The third subsection of the first chapter discusses various theories of the
concept of cyber warfare. The Tallinn Manual, developed under the
auspices of the NATO Cooperative Cyber Defence Centre, discusses
violations of cyber warfare under international law. Brief historical
sections of NATO-EU on cyber security are presented. The focus is on
the US attitude towards financial investment in terms of cyber
technology development. US cyber security strategy, national security
strategy, Russian information war doctrine are analysed. This subsection
includes a quote from Dean Chang’s book, Cyber Dragon — China’s
Information Warfare and Cyber Operations, which describes the
development of China Information Warfare and cyber operations.
Chapter Two - In this chapter, based on the methodology of political
realism, we discuss the transformation of conflicts in the context of the
new geopolitical order and how important this methodology is in
international cyber politics.

The first subsection of the second chapter - virtual threats are discussed
where not only cyber-attacks and cyber wars are considered.
Information, propaganda and disinformation manipulations, brief history
and development in cyberspace are analysed. The focus is on fake news
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and these issues are supported by various examples. It analyses how all
this works in relation to Georgia and cites the 2016 NDI survey. In this
subsection, our research presents the classification of cyberspace and
discusses the black market, which is a major threat worldwide. From the
book by Kenneth Knapp, a cyber-security specialist the information
provided on "Cyber Security and Global Information Assurance - Threat
Analysis and Response Solutions", published by the US Air Force
Academy in Colorado, deals with the black market in cyberspace.

The second subsection of the second chapter is devoted to the analysis of
the impact of modern high technologies on international security
processes. It is noted that the development of technology and the Internet
has had an impact on international security processes. It is discussed in
the framework of the force balance method, or force balance
methodology. Numerous examples are given of Russia's cyber-
technological capabilities, as well as those of the United States, China,
and the Islamic Republic of Iran. Attempts by Russian hackers to
intervene in various elections, including the 2016 US presidential
election, as well as examples of Chinese cyber-attacks, which are of great
political importance internationally and an important element in the
balance of power, are discussed.

The third subsection of the second chapter - this chapter discusses the
phenomenon of cyber warfare in national strategies, NATO-EU cyber
security strategies, the threats identified in the Russian state security
strategy, the US security strategy and the importance of cyber
technologies. Cyber politics based on Richard Cohen's "collective
defence" methodology is analysed. Various historical aspects are
discussed, as well as in relation to Georgia. The data of the Global Cyber
Security Index are given, cyber war is analysed in the EU space - an
example of a record-breaking cyber-attack and a defence company that
dealt with this attack. Antivirus companies are considered as a defence
mechanism against computer systems and programs.

Chapter Three - the analysis in this chapter is based on the methodology
of behaviourism, which occupies an important place in terms of cyber
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security. Not only is cyber war, cyber-attack, and cyber security analysed
by our behaviourist methodology, but also the example of the US Army
working on this methodology. Four layers of cyberspace are separated.
The threats posed by Covid-19 in cyberspace, high activity of hackers and
manipulations related to the virus are analysed. Data from an active
hacker group has been recorded. The opinions of cyber security expert
Lucas Olejnik are used. Here is an analysis of what Covid-19 has caused
in the areas of hacking, information warfare, disinformation-propaganda,
an article published by Znet, which deals with the disclosure of personal
data of Georgian citizens. The importance of digital currency, its brief
history and essence, as well as the case of the Islamic Republic of Iran -
capabilities and cyber security systems are studied.

The first subsection of the third chapter presents our research, discourse-
analysis of “Mtavari Arkhi", "Formula", "TV Pirveli", which represent a
politically motivated one party. Hate speech is felt in the programs,
misinformation is spread almost continuously. On the other side are
Imedi and Postv. These TVs try to neutralize or balance, but they are also
representing the side. We have given a review, discourse-analysis of the
programs of these TV companies and the idea has arisen to introduce a
new term in the political dictionary - "Civil Cyber War".

The second subsection of the third chapter is about asymmetric threats
and jihadists cyber warfare, this chapter analyses in whose hands
technological advancement is becoming a dangerous weapon; terrorist
activities of the terrorist organization "Islamic State" ("Daesh") and its
affiliated groups. Examples are given of how cyber technologies are used
to produce cyber terrorism. According to the report of the State Security
Service of Georgia, high terrorist threats are given. Based on the research
of a security expert, Professor Vakhtang Maisaia, this subsection provides
information on cyber terrorism, which allows us to conduct an in-depth
analysis of terrorism and cyber terrorism.

The third subsection of the third chapter - this chapter analyses the 2008
Russia-Georgia cyber war and cyber threats from Russia.
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In-depth interviews with experts - In-depth interviews with security
experts and sociologists related to cyberspace, cyber technologies, cyber
warfare, cyber-attacks and cyber security. There are list of selected
experts: Amiran Salukvadze, Nika Chitadze, Levan Nikoleishvili, Andro
Gotsiridze, Zurab Bigvava.
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